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Abstract: The existing mainstream post-quantum key encapsulation mechanisms, such as the module-lattice-based
key encapsulation mechanism (ML-KEM), rely on the module learning with errors (Module-LWE) problem associ-
ated with structured lattices. The algebraic structure of these mechanisms may lead to reduction vulnerabilities. The

SCLOUD+ scheme, which was focused on within the unstructured LWE framework, achieved significant compres-
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sion of public key and ciphertext sizes through high-dimensional lattice coding gain, based on the recursive construc-

tion properties of the Barnes-Wall (BW) lattice. Moreover, a dimension-specific full-unfolding recursive elimination

technique for BW lattices was proposed. Through compile-time constant optimization, hierarchical hard-coding strate-

gies, and single-instruction, multiple-data (SIMD) friendly memory layouts, the decoding clock cycles of the BW lat-

tice in a 128-dimensional scenario were reduced from 147 798 to 30 107, providing core support for the SCLOUD+

post-quantum key encapsulation mechanism. This research provided a lightweight key encapsulation mechanism

(KEM) paradigm that balances efficiency and quantum-resistant security for intelligent computing networks, laying a

crucial technical foundation for low-latency scenarios such as distributed federated learning.

Key words: intelligent computing network, Barnes-Wall lattice, bounded distance decoding, post-quantum cryptogra-

phy, key encapsulation
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Yeipm N RN, B4R E AR
R ) T R . AT SCLOUD+IF AR AS
KRTT RAEMRIS BT R AT BEIR, NSk
L P RE A IR A T IS

SCLOUD-fi# 35 2% By M R Ik 25 SR L% 2.
R2EM TR FEBENER TR T,
% SCLOUD ) 3 Fft AN [A] %2 4= 38 B 25 2% (128 bit,
192 bit. 256 bit) FEATMIK A L5 R . (HAFE R
&, £ SCLOUDHMIX 3 Ff 22 45 B ik 37 5t
IR H BW 3, 1 ks 4fih T A .
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2 SCLOUD+fEE 3B A M REMIAER

Z45RE/bit  SCLOUD+IFEACS/cycle AT Flcycle
128 429 336 418 324
192 817 453 805 487
256 1400 993 1378 132

2 A, ARSCER A R IF I T R
&z R T ¥ R I AL T SCLOUD+ I 5 ALY
VERERIN. 7£128 bitZZ4x5R% , SCLOUD+JF
RS KEM fifdt R B #E 429 336 cycle, AN
TR TG E 418 324 cycle, F148 T 11 012 cycle,
REFRTHIE Bk 2.56%; 422 4o 1R T % 192 bit
5, SCLOUD+JT AR S FE I 1 %2 817 453 cycle,
AKITTZRNA 805 487 cycle, Y/ 11 966 cycle,
REETF1.46%: TE256 bitfm L4585 F, SCLOUD+
TR ETSA5 1 400993 cycle, A7 =N
91378 132 cycle, [#1% 22 861 cycle, 1% fE #
1.63%. JREWE ZEREFRIIET, WAITR
(T HRITF S R 3N, (HAR SO RURZRELLEAK
(17 CPU B i o A 56 UK EM S B A

MRS R RE, HAS 2 KPR,
e ARV S S0, G VG A bR B 3] 8
HESAHBRFE SRS, BRI
HHTINE T S TIRAE, B S X HIRAIE 2 SO R
BECSORM e L HA T, BEH I
B, X AT, BDD SRR T S
Eefhe Hor, HRFisE (FLWEKREZEH. £
TR 52 55%, BENLECER GF R
R FE SRR A E 20 20%, WA T ESEH
fih J5 B4R AE 5 2 15%. SBRINEL,  BIEK
BDD 5155 BE R THEEUT S 0, B4 gt b B R
(1 P RE 32 TH R B AN 1.6%~2.7%. Ik 4,
SCLOUD-+FFJEARAS R F [ 7 4E £ BW % (N=32)
LA 22 4 5 R 5K, 128 bity 192 bit 2242
ST B 2 X BW 3, # 1) BDD 3%, 256 bit %
4 A W) 75 B ] 4 (X BW s, 8% 1 BDD 5k . R
B ARSCTT ZX HLIR BW 3, 1% 1) BDD SRR AL R

WE (7933 cyclefF% 1 665 cycle), {H3ZZ K
AN, SRR 7R R AR R R AR T
i FEATI AR TR

BARWE SR, SR e 4E L 1) BW S 2
ARt AR T A I 2, £ 4 SCLOUD+IT AR
i KEM HME &3 . SR, A% 4834 5 0 BDD 5
VA Y T IERE IR E,  BLBW s & N1,
B VR SRR I SiE 15708 147 798 cycle, HROKPRH T e 4
WD) SRR o i, fE 256 K22 445 7 5t
', # SCLOUD+XH BW o5k, NIFET1E A7 %
T 1 IXBW s 4% 11 BDD, 75 ZLHERS 147 798
cycle, TIASHATT FANTEL30 107 cycle, FERM
MK 117 691 cycle. 456 i 3 2 I A2 o A AR R
P FEIRAL, BRI B R A R T 10%.

7E BW # i fidh (1) S b B B B N, AE Gk
H {5 FH ) BW M 4 FE I a4 MIK, AR TR ST &,
BW32 CLJ& T8 4E I N 37 5%, 1 BW64 Al
BW128 B[ i\ N 4Eas . tbak, AHF I &
(1 KEM J7 22 T 22 FH T W s R AR EE BH, T 0 R 55
KL H 4 32 bit, BN BW128 4k £ /2 LA ek
WIDAESS, RetSi R SEhr N R, Bk, 754
i BF 70 Y B SR AR T N=32. 64 128X 3 M4,
B LMR I 4 e AR 7 SR A Rtk 5003, HoAE
NIRRT S IR . SEhR b, ASCHE
(¥4 I 7 R ARG T BW256. BWS12 4t
B, EANERTRNHTRKE, BRK
P I 2 v 4 B AT IR R I B o B = R )
RZATVE AR FTT ), A J5 BESE bR Sk W]
Wi BORWATIEAR 217870 VPG f5 AT TR

FEREAESCELZ T, 408 I ] Jm A [T FE )
(field-programmable gate array, FPGA) Fl& 4
% H % (application-specific integrated circuit,
ASIC) &5 RIS, M T 144136 )40 BDD
Bk, RS R B E R . FPGA 1
FAT I3 5 ASIC 1 Hil A HL B e 1, (6459
IEARBEEREE 70 70 R FH R AF D0 . 38 A BV AR il
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BENE 2025 F5 7H

PESEBLRY, S5 EPME ik, S BN
EME AN FHIN ZE, I BB VIRFE 2 PR, HELL
W R TR R R RAEE T DU IS K 4
THHIEH RITHAR, Wit BAR SRR Z A Al IF
ITHATITAESS 90D HOHh AORSURT 2 1) 382 8 5
B, ARERTFHELF RN A Z . AR, B
55 T B (AR A BT, REAE I G B4 D
A A MM 2 DR, PRAROCBEBR AR I 48, SR
BRI PR A . X ERE, TERA L
T Z 50 E B FPGA 5 ASIC 25144 G 1, T
15 ARSI 1K) BDD 5024 1 — P IO R R 3
AN 4k BW A% 4 i 7E SCLOUDHH [ )07 FH 42
PR RS A S 4, ORI E TR A E
RAMRIIFE. merE HbrBaE 7 & ah. x—
B AN BGAE T 1 4k BW 4% 2 i /£ SCLOUD+
IR AT AT I, SESREL T PiE TR et 5 AN
ZEARIN S 75 SR KP4, 9 5 A AR 1 S B 2
AL T BRI S S S

3 HRIE

g LRTR, AR SCE I RN TR B 2 1)
LTRE fEETFELEILNREE, RETIESH
{6 LWE HEZE T () SCLOUD+ /7 %8, 455 AR i ()
BW I i 805300, B Hh 4 FE R AL A SR T i )3
HEBREA, ERFHEERMA. 2R &
SIMD At W AEAT 56 7 T S EEHr . SEm 4 Rk
B, ZARME BW A LE 128 4Ed7 55 N IKIfERD I Bl
HIRIE RS, WEFIS T SCLOUDE & T % H
BPEEHLHI IR, S I 28 ) A T St v 2k
e e R R AR RmNE, A
JISCHET oA SR 2% ) SRR I3 e R R

SR, BEFAIAEE T — PR R I W] 7
FOERATT I, RE AR S AT B 3 1 R 4
T, AFLRE 5 8 I 2 RIS (1) AN B 47 R S
TORM RS, R TR AR A SR e
B PR EIETE Ty TESRBRN T, BB R AR

FENE S ANTR] 28 AR 38 A 58 1) AT e R
AT, CAHES) 5 812 A S AL B B 25 v
KR o« ARRMIETE T A SR S AR IR S
RE IR EORT Y R S R A 0 S e B A
FHREIF, FFEEEREMSNLeE R, NE
S 22 A SRR A
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